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Abstract

The ever increasing trend to reduce DPM levels of mem-
ories requires tests with very high fault coverages. The very
important class of dynamic fault, therefore cannot be ig-
nored any more. It will be shown in this paper that conven-
tional memory tests constructed to detect the static faulty
behavior of a specific defect do not necessarily detect its dy-
namic faulty behavior; which has been shown to exist. The
dynamic fault behavior can take place in the absence of the
static fault behavior. The paper therefore also presents new
memory tests derived to target the dynamic fault class.

Key words: static faults, dynamic faults, fault primitives,
memory tests, fault coverage.

1 Introduction

The cost of testing memories increases rapidly with ev-
ery new generation of memory chips [8]. Precise fault mod-
eling and efficient test design, in order to keep test cost and
time within economically acceptable limits, is therefore es-
sential. The quality of the used tests, in terms of their fault
coverage and test length, is strongly dependent on the used
fault models.

Researchers studying the faulty behavior of memory de-
vices have been defining functional fault models (FFMs)
and developing tests to target them [1, 4, 5, 6, 10, 11, 12, 13,
15, 19, 21]. Most of the work published on fault modeling
focuses on faults sensitized by performing at most one oper-
ation; e.g., a write operation sensitizes a fault. These FFMs
are called static faults. Experimental analysis of DRAMs,
based on defect injection and SPICE simulation, shows that
another type of faulty behavior can take place in the ab-
sence of static faults [2, 3]. This faulty behavior requires
more than one operation to be sensitized. For example, a
write operation followed immediately by a read operation
causes the cell to flip; however, if only a write or a read op-
eration is performed, the cell will not flip. Faults requiring

more than one operation sequentially in order to be sensi-
tized are called dynamic faults. Most used tests are cur-
rently designed for static faults, and therefore may not be
able to detect dynamic faults. All that indicates the impor-
tance of dynamic faults.

This paper uses an analytical approach for analyzing dy-
namic faults; it is organized as follows. Section 2 introduces
the concept of fault primitives that will be used to define
dynamic faults in Section 3. Section 4 describes the impor-
tance of dynamic faults based on some simulation results.
Section 5 shows that tests designed for static faults do not
necessary detect dynamic faults; Section 6 introduces tests
for dynamic faults, while Section 7 ends with the conclu-
sions.

2 Fault primitives

By performing a number of memory operations and ob-
serving the behavior of any component functionally mod-
eled in the memory, functional faults can be defined as the
deviation of the observed behavior from the specified one
under the performed operation(s). Therefore, the two basic
ingredients to any fault model are: (a) A list of performed
memory operations, and (b) A list of corresponding devia-
tions in the observed behavior from the expected one. Any
list of performed operations on the memory is called an op-
eration sequence. An operation sequence that results in a
difference between the observed and the expected memory
behavior is called a sensitizing operation sequence (S). The
observed memory behavior that deviates from the expected
one is called the faulty behavior (F).

In order to specify a certain fault, one has to specify the
S, together with the corresponding faulty behavior F . The
combination ofS andF for a given memory failure is called
a Fault Primitive (FP) [20], and is denoted as < S=F=R >.
S describes the sensitizing operation sequence that sensi-
tizes the fault, F describes the value or the behavior of the
faulty cell (e.g., the cell flips from 0 to 1), whileR describes
the logic output level of a read operation (e.g., 0) in case S
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is a read operation. E.g., the up transition fault is described
as < 0w1=0=� >.

The concept of FPs allows for establishing a complete
framework of memory faults, since for all allowed operation
sequences in the memory, one can derive all possible types
of faulty behavior. In addition, the concept of a FP makes
it possible to give a precise definition of a functional fault
model (FFM) [20]: a functional fault model is a non-empty
set of fault primitives.

Let #O be defined as the number of different operations
performed sequentially in S. For example, if a single read
operation applied to a certain cell causes that cell to flip,
then #O = 1. Depending on #O, FPs can be divided into
static and dynamic faults:

� Static faults: These are FPs sensitized by performing
at most one operation: #O � 1. For example, the
state of the cell is always stuck at one (#O = 0), a
read operation to a certain cell causes that cell to flip
(#O = 1), etc.

� Dynamic faults: These are FPs that can only be sensi-
tized by performing more than one operation sequen-
tially: #O > 1. Depending on #O, a further classifi-
cation can be made between 2-operation dynamic FPs
whereby #O = 2, 3-operation dynamic FPs whereby
#O = 3, etc.

The FFMs like Stuck-at Faults, Transition Faults [19],
Read Destructive Faults [1], Coupling Faults, etc belong to
static faults; the whole space of such faults can be found in
[6, 20]. The space of dynamic faults will be defined in the
next section.

3 Dynamic fault space

Dynamic faults can be divided into FPs describing
single-cell dynamic faults (involving a single-cell), and FPs
describing multi-cell dynamic faults (involving more than
one cell). For multi-cell FPs, we restrict our analysis to
two-cell FPs, because they are considered to be an impor-
tant class for memory faults. Below single-cell dynamic
FFMs and two-cell dynamic FFMs will be described.

3.1 Single-cell dynamic FFMs

Single-cell dynamic FFMs consist of FPs sensitized by
applying more than one operation to a single cell sequen-
tially. We will restrict our analysis to 2-operation dynamic
faults. As mentioned in Section 2, a particular FP is denoted
as < S=F=R >.

S describes sensitizing operation sequence, which sen-
sitizes a fault F in the cell. Since two operations are con-
sidered, there are 18 possible Ss. They are: xwywz, rxrx,
rxwy, xwyry, where x; y; z 2 f0; 1g and ‘r’ denotes a read

operation and ‘w’ denotes a write operation. E.g., 0w1r1
denotes a write 1 operation applied to a cell whose initial
state is 0; the write is followed immediately with a read 1
operation.

F describes the value of the faulty (i.e., victim) cell (v-
cell); F 2 f0; 1; "; #g, where " (#) denotes an up (down)
transition due to a certain sensitizing operation.

R describes the logical value which appears at the output
of the memory if the sensitizing operation applied to the v-
cell is a read operation: R 2 f0; 1;�g. A ’�’ in R means
that the output data is not applicable; e.g., if S = 0w0w1,
then no data will appear at the memory output, and for that
reason R is replaced by a ’�’.

In the following, only ‘S = xwyry’, which have been
verified to cause dynamic faults (see Section 4), will be
considered. Given that S = xwyry, F 2 f0; 1; "; #g, and
R 2 f0; 1;�g, it can be verified that there are 12 possible
FPs < S=F=R >. These FPs are compiled into a set of
three FFMs; they are listed in Table 1 together with their
FPs:

1. Dynamic Read Destructive Fault (dRDF): a write fol-
lowed immediately by a read operation performed on
a cell changes the data in the cell, and returns an incor-
rect value on the output. The dRDF consists of four
FPs. Here, the write can be a transition write as well
as a non-transition write operation.

2. Dynamic Deceptive Read Destructive Fault (dDRDF).
3. Dynamic Incorrect Read Fault (dIRF).

Table 1. List of single-cell dynamic FFMs
FFM Fault primitives

dRDF < 0w0r0= " =1 >, < 0w1r1= # =0 >,
< 1w0r0= " =1 >, < 1w1r1= # =0 >

dDRDF < 0w0r0= " =0 >, < 0w1r1= # =1 >,
< 1w0r0= " =0 >, < 1w1r1= # =1 >

dIRF < 0w0r0=0=1 >, < 0w1r1=1=0 >,
< 1w0r0=0=1 >, < 1w1r1=1=0 >

3.2 Two-cell dynamic FFMs

Two-cell dynamic FFMs consist of FPs sensitized by ap-
plying more than one operation sequentially to two cells:
the aggressor (a-cell) and the v-cell. The a-cell is the cell
to which the sensitizing operation (or state) should be ap-
plied in order to sensitize the fault, while the v-cell is the
cell where the fault appears. Depending on how many op-
erations are applied to the a-cell and to the v-cell, and the
order they are applied, four types of S can be distinguished:

1. Saa: the two operations are applied to the a-cell.
2. Svv : the two operations are applied to the v-cell.
3. Sav: the first operation is applied to the a-cell, and the

second one to the v-cell.
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4. Sva: the first operation is applied to the v-cell, and the
second one to the a-cell.

Since two operations are considered, there are 18� 4 =
72 possible Ss (each S can be: xwywz, rxrx, rxwy,
xwyry, where x; y; z 2 f0; 1g). It is clear that despite the
restriction to 2-operation dynamic faults, the number of FPs
is still high. This calls for setting further restrictions on the
sequences considered. Only Saa and Svv will be considered
from now on. Further, and as we did in the case of single-
cell faults, the S = xwyry will be considered.

Faults caused by Saa

The FPs for two-cell dynamic faults, where the two op-
erations are applied to the a-cell, are represented as <
Saa=F=R >=< Sa;Sv=F=R >a;v; Sa describes xwyry,
while Sv describes the state of v-cell. Note that Sv does not
specify an operation applied to the v-cell, but the state of the
v-cell, since Saa is considered. Now it can be verified easily
that there are 8 possible FPs: 4 denoted as < xwyry; 0= "
=� > and 4 denoted as < xwyry; 1= # =� >. The 8 pos-
sible FPs are compiled into one dynamic FFM, referred to
as Dynamic Disturb Coupling Fault (dCFds): a write oper-
ation followed immediately by a read operation performed
on the a-cell causes the v-cell to flip. The FPs of dCFds are
given in the first block of Table 2.

Table 2. List of two-cell dynamic FFMs
FFM Fault primitives

dCFds < 0w0r0; 0= " =� >, < 0w1r1; 0= " =� >,
< 1w0r0; 0= " =� >, < 1w1r1; 0= " =� >,
< 0w0r0; 1= # =� >, < 0w1r1; 1= # =� >,
< 1w0r0; 1= # =� >, < 1w1r1; 1= # =� >

dCFrd < x; 0w0r0= " =1 >, < x; 0w1r1= # =0 >,
< x; 1w0r0= " =1 >, < x; 1w1r1= # =0 >

dCFdrd < x; 0w0r0= " =0 >, < x; 0w1r1= # =1 >,
< x; 1w0r0= " =0 >, < x; 1w1r1= # =1 >

dCFir < x; 0w0r0=0=1 >, < x; 0w1r1=1=0 >,
< x; 1w0r0=0=1 >, < x; 1w1r1=1=0 >

Faults caused by Svv

The FPs for two-cell dynamic faults, where the two op-
erations are applied to the v-cell, are represented as <
Svv=F=R >=< Sa;Sv=F=R >a;v; Sa describes the state
of the a-cell, while Sv describes xwyry. Note that Sa does
not specify an operation applied to the a-cell, but the state
of the a-cell, since only Svv is considered. Now it can be
verified easily that there are 24 possible FPs: 12 denoted as
< 0;Sv=F=R >a;v, and 12 as < 1;Sv=F=R >a;v; note
that in both presentations, < Sv=F=R > represents the 12
possible single-cell dynamic FPs discussed in Section 3.1.
The 24 possible FPs are compiled into three dynamic FFMs;
they are given together with their FPs in Table 2; in the table
‘x’ denotes 0 or 1.

1. Dynamic Read Destructive Coupling Fault (dCFrd): a
write followed immediately by a read operation per-
formed on the v-cell changes the data in the v-cell and
returns an incorrect value on the output, if the a-cell is
in a given state. The dCFrd consists of eight FPs.

2. Dynamic Deceptive Read Destructive Coupling Fault
(dCFdrd).

3. Dynamic Incorrect Read Coupling Fault (dCFir).

4 Importance of dynamic faults

In order to show the importance of dynamic faults, fault
analysis based on defect injection and SPICE simulation
has been performed. The defects are injected in the re-
duced electrical model of a DRAM, causing for example
a (partial) open connections. This section describes the per-
formed analysis and the acquired results [3].

Opens represent unwanted resistances on a signal line
that is supposed to conduct perfectly. In this section, the
simulation results of the open within a DRAM cell OC
shown in Figure 1 will be discussed; for other examples see
[3]. The behavior of the DRAM is studied after injecting
and simulating OC. The analysis considers open resistances
within the range (10
 � Rop � 10 M
) on a logarithmic
scale using 5 points per decade, in addition to Rop = 1

. Each injected open in the memory model creates float-
ing nodes, the voltage of which is varied between VDD and
GND on a linear scale using 10 points.
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Figure 1. The opens OC and OB.

For each value of the open resistance (Rop) and of the
initial floating node voltage (Uinit), the following opera-
tion sequences are performed and inspected for proper func-
tionality: 0w0, 0w1, 1w0, 1w1, 0r0, 1r1, 0w0r0, 0w1r1,
1w0r0 and 1w1r1 (e.g., 0w1 denotes a write 1 applied to a
cell whose content is 0). As a result, the faulty behavior re-
sulting from the analysis of opens is represented as regions
in the (Uinit; Rop) plane. Each region contains a number of
sensitized FPs that describe the FFM of the memory in this
region.

As an example, the results of the fault analysis performed
on OC are given in Figure 2, which shows the observed
faulty behavior in the (Uinit; Rop) plane. The figure shows
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a number of different fault regions for different combina-
tions of Uinit and Rop. In the figure, the static and dynamic
sensitized faults are listed:
� Static Faults [20]:

TFd =< 1w0=1=� >: a down transition fault.
TFu =< 0w1=0=� >: an up transition fault.
IRF0 =< r0=0=1 >: incorrect read 0 fault.
RDF0 =< r0= " =1 >: read 0 destructive fault.
WDF0 =< w0= " =� >: write 0 disturb fault.

� Dynamic faults (see Table 1):
dRDF00 =< 0w0r0= " =1 >.
dRDF10 =< 1w0r0= " =1 >.
dDRDF00 =< 0w0r0= " =0 >.
dIRF00 =< 0w0r0=0=1 >.

The fault regions may be classified according to the ini-
tial floating node voltage under which they can be detected
as follows.

A. Faults detectable with Uinit = VDD : They consist of
fault regions A1 and A2.

B. Faults detectable with Uinit = GND: They consist of
fault regions B1, B2, B3, B4 and B5.

C. Faults only detectable with GND < Uinit < VDD:
They consist of fault regions C1 and C2.
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Figure 2. Analysis results for OC

Inspecting the faulty behavior shown in the figure reveals
that, as a result of this cell open alone, almost all simulated
dynamic sequences fail. This takes place in separate fault
regions with their own initial voltage and defect resistance
values. The fault region A2 only contains dRDF10, which
means that 1w0r0 is the only failing S in this region. This,
in turn, means that performing the traditional static analy-
sis on this fault region reveals no improper memory behav-

ior. Only by applying a dynamic sensitizing operation se-
quence is it possible to detect this improper behavior. This
shows the significance of performing the dynamic analysis
on memory devices.

A similar analysis has been done for the open OB (see
Figure 1). The results show that some fault regions a dy-
namic fault behavior takes place in the absence of a static
fault behavior [3]. Table 3 shows which dynamic sequences
fail for OC and OB [3]. The table shows that for OC most,
but not all, dynamic sequences fail. However, for OB all
simulated dynamic sequences cause a fault.

Table 3. Observed dynamic FFMs for OC/ OB
Open Dynamic faulty behavior

OC All FPs of dRDF (see Table 1)
Two dDRDF FPs: < 0w1r1= # =1 >;< 1w0r0= " =0 >
Two dIRF FPs: < 0w0r0=0=1 >;< 1w1r1=1=0 >

OB All FPs of Table 1

5 Testing static and dynamic faults

In Section 4 the existence of dynamic faults has been val-
idated based on SPICE simulation. In Section 4, a system-
atic way to develop fault models for dynamic faults has been
introduced. In this section, the conventional memory tests
will be analyzed for their capability of detecting dynamic
faults. However, first the march notation will be introduced.

5.1 March notation

A complete march test is delimited by the ‘f:::g’ bracket
pair, while a march element is delimited by the ‘(:::)’
bracket pair. March elements are separated by semicolons,
and the operations within a march element are separated
by commas. Note that all operations of a march element
are performed at a certain address, before proceeding to the
next address. The latter can be done in either an increasing
(*) or a decreasing (+) address order. When the address
order is not relevant, the symbol m is be used.

5.2 Effectiveness of march tests

Table 4 gives the fault coverage of several well-known
march tests regarding the proposed dynamic FFMs. The
included march tests in the table are:

� MATS+ [13]: fm (w0);* (r0; w1);+ (r1; w0)g

� March C- [11, 19]: fm (w0); * (r0; w1); * (r1; w0);
+ (r0; w1); + (r1; w0); m (r0)g

� March B [15]: fm (w0); * (r0; w1; r1; w0; r0; w1);
* (r1; w0; w1); + (r1; w0; w1; w0); + (r0; w1; w0)g

� PMOVI [5]: f+ (w0); * (r0; w1; r1); * (r1; w0; r0);
+ (r0; w1; r1); + (r1; w0; r0)g
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Table 4. Dynamic fault coverage for different march tests
March Tests

FFM MATS+ March C- March B PMOVI March U March SR March LA March LR
(5n) (10n) (17n) (13n) (13n) (14n) (22n) (14n)

dRDF 0% 0% 50% 50% 50% 50% 50% 50%
dDRDF 0% 0% 0% 50% 0% 0% 50% 0%
dIRF 0% 0% 50% 50% 50% 50% 50% 50%

dCFds
xwxrx

0% 0% 50% 87:5% 50% 50% 100% 50%
dCFdsxwxrx 0% 0% 0% 0% 0% 0% 0% 0%

dCFrd 0% 0% 25% 50% 25% 25% 50% 25%
dCFdrd 0% 0% 0% 37:5% 0% 0% 50% 0%
dCFir 0% 0% 25% 50% 25% 25% 50% 25%

� March U [18]: fm (w0); * (r0; w1; r1; w0);
* (r0; w1); + (r1; w0; r0; w1); + (r1; w0)g

� March SR [6]: f+ (w0); * (r0; w1; r1; w0);
* (r0; r0); * (w1); + (r1; w0; r0; w1); + (r1; r1)g

� March LA [17]: fm (w0); * (r0; w1; w0; w1; r1);
* (r1; w0; w1; w0; r0); + (r0; w1; w0; w1; r1);
+ (r1; w0; w1; w0; r0); + (r0)g

� March LR [16]: fm (w0); + (r0; w1);
* (r1; w0; r0; w1); * (r1; w0); * (r0; w1; r1; w0);
* (r0)g

In the table, e.g., 100% denotes that the test detects all
FPs of the correspondent FFM. For example, March C-
detects 0% of dRDF FPs, while PMOVI detects 50% of
them. The dCFds is divided into two types: dCFdsxwxrx
whereby the fault is caused by a transition write operation
followed by a read; and dCFdsxwxrx whereby the fault is
caused by a non-transition write operation followed by a
read; (x 2 f0; 1g).

The table shows clearly that conventional march tests
constructed to detect the static faulty behavior of a specific
defect, do not necessarily detect its dynamic faulty behav-
ior. None of the march tests of the table can cover the con-
sidered dynamic faults. In addition, a relative comparison
of the fault coverage of the tests shows that March LA and
PMOVI are the tests with the best coverage. The fact the
the conventional tests do no cover dynamic faults calls for
the introduction of new test.

6 Tests for dynamic faults

Dynamic faults are divided into faults involving a single
cell and faults involving two cells. March tests for each of
these two subclasses will be introduced separately.

6.1 Test for single-cell dynamic FFMs

March RAW1 (‘read-after-write’) given in Figure 3 de-
tects all single-cell dynamic FFMs of Table 1, which are
based on ‘read-after-write’.

f m (w0)
M0

; m (w0; r0)
M1

; m (r0)
M2

; m (w1; r1)
M3

; m (r1)
M4

;

m (w1; r1)
M5

; m (r1)
M6

; m (w0; r0)
M7

; m (r0)
M8

g

Figure 3. March RAW1

March RAW1 has a test length of 13n including the ini-
tialization. Table 5 shows by which march elements (i.e.,
M0 through M8) of March RAW1, each FP belonging to
each single-cell dynamic FFM, is sensitized and detected.
In the table, ‘S’ stands for ‘sensitizing’, while ‘D’ stands
for detecting. Note that the test performs at most 2 opera-
tions per march element, which is important to restrict the
sensitized faults to 2-operation dynamic.

Table 5. March RAW1 fault coverage
FFM FP S D

dRDF < 0w0r0= " =1 > M1 M1, M2

< 0w1r1= # =0 > M3 M3, M4

< 1w0r0= " =1 > M7 M7, M8

< 1w1r1= # =1 > M5 M5, M6

dDRDF < 0w0r0= " =0 > M1 M2

< 0w1r1= # =1 > M3 M4

< 1w0r0= " =0 > M7 M8

< 1w1r1= # =1 > M5 M6

dIRF < 0w0r0=0=1 > M1 M1, M2

< 0w1r1=1=0 > M3 M3, M4

< 1w0r0=0=1 > M7 M7, M8

< 1w1r1=1=0 > M5 M5, M6

6.2 Test for two-cell dynamic FFMs

A test to detect all two-cell dynamic FFMs of Table 2 is
given in Figure 4, and called March RAW. March RAW has
a test length of 26n including the initialization. Note that
the test coverage is not limited to two-operation dynamic
faults, but detects also some dynamic faults where#O > 2.
Table 6 shows the march elements of March RAW respon-
sible for sensitizing and detecting each of the faults listed
in Table 2. In the table, a distinction is made between two
cases: a) the v-cell has a higher address than the a-cell (i.e.,
v > a), and b) the v-cell has a lower address than the a-cell
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(v < a). In addition, in each entry the notation Sensiti-
zation/Detection is used. E.g., the < 1w1r1; 0= " =� >
is sensitized by M4 and detected by M5 when v > a; and
it is sensitized by M2 and detected by M3 when v < a.
Note that dCFrd and dCFir are not included in the table; the
reader can easily verify that these faults are also covered by
RAW, and any test detecting dCFdrd will also detect dCFrd
and dCFir. Note additionally that March RAW also detects
all FFM1s of Table 1; therefore only March RAW can be
used to detect all dynamic faults introduced in this paper. If
the purpose is to diagnose the FFM1s, then March RAW1
has to be used.

f m (w0)
M0

;

* (r0; w0; r0; r0; w1; r1)
M1

; * (r1; w1; r1; r1; w0; r0)
M2

;

+ (r0; w0; r0; r0; w1; r1)
M3

; + (r1; w1; r1; r1; w0; r0)
M4

;

m (r0)
M5

Figure 4. March RAW

Table 6. March RAW fault coverage
FFM FP v > a v < a

dCFds < 0w0r0; 0= " =� > M1/M1 M3/M3

< 0w1r1; 0= " =� > M1/M1 M3/M3

< 1w1r1; 0= " =� > M4/M5 M2/M3

< 1w0r0; 0= " =� > M4/M5 M2/M3

< 0w0r0; 1= # =� > M3/M4 M1/M2

< 0w1r1; 1= # =� > M3/M4 M1/M2

< 1w1r1; 1= # =� > M2/M2 M4/M4

< 1w0r0; 1= # =� > M2/M2 M4/M4

dCFdrd < 0; 0w0r0= " =0 > M3/M3 M1/M1

< 0; 0w1r1= # =1 > M3/M4 M1/M2

< 0; 1w1r1= # =1 > M2/M2 M4/M4

< 0; 1w0r0= " =0 > M2/M3 M4/M5

< 1; 0w0r0= " =0 > M1/M1 M3/M3

< 1; 0w1r1= # =1 > M1/M2 M3/M4

< 1; 1w1r1= # =1 > M4/M4 M2/M2

< 1; 1w0r0= " =0 > M4/M5 M2/M3

7 Conclusions

In this paper the difference between static and dynamic
faults in memories has been discussed; dynamic faults can
take place in the absence of static faults as has been shown
experimentally. An analytical approach for establishing
fault models for dynamic faults has been presented. In
addition, a set of fault models (under certain restrictions)
has been introduced. The evaluation of the existing con-
ventional memory tests shows that these tests cannot cover
these fault models. Therefore, two new memory tests have
been derived to target such specific faults.

The fault models introduced for dynamic faults have
been restricted to faults sensitized by ‘a write followed im-
mediately with a read’. These faults have been observed

while simulating DRAMs. The question that arises now
is whether other sequential operations can also sensitize
dynamic faults; e.g., ‘a write followed immediately by a
write’, ’a read followed immediately by a read’, etc. The
widely used ’hammer tests’ (i.e., repeat a write or a read
operation sequentially) may indicate the existence of such
dynamic faults. Furthermore, the ’Holey Shmoo problem’
[7] in which the L1 cache of IBM System/390 G6 micropro-
cessor fails to pass consecutive write patterns also indicate
that dynamic faults can be caused by ‘a write followed im-
mediately by another write’. It is clear from the above, that
the set of fault models for dynamic faults has to be explored,
and the appropriate test algorithms have to be established.
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