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Abstract— This paper presents the Trusted Computing
problem and proposes a reconfigurable approach to the ex-
isting solution, the Trusted Computing module chip. The
new Trusted Computing approach to computation provides
additional safety to the user’s data and a higher protection
against malicious attacks to the systems. The features pro-
posed by the Trusted Computing Group include secure I/0,
memory curtaining, sealed storage and remote attestation,
which have a strong dependency on the existing algorithms.
A overview to the performance of the already implemented
encryption algorithms required for the Trusted Comput-
ing is also presented. As a test and prototype platform the
Molen [19] computational paradigm has been used. The re-
sults suggest that a significant throughput can be achieved
with a reduce device occupation. The most significant sym-
metrical and hashing function are the AES [11] algorithm
and the SHA [10] hashing functions. The usage of these
cores with a polymorphic approach, suggest that processing
throughputs above 1Gbit/s can be achieved with a low de-
vice occupation. Preliminary figures for the whirlpool hash-
ing function, recently proposed, is also presented. Future
research direction are also presented.

Keywords— Trusted Computing, Hardware/Software im-
plementation, AES, SHA, whirlpool, FPGA, Polymorphic
processor

I. TRUSTED COMPUTING

The definition of Trust states: firm reliance on the in-
tegrity; or the condition and resulting obligation of having
confidence placed in one.

According to the definition of trust, trusted computing
can be interpreted as the ability of having computational
systems that are reliable and can maintain computational
integrity, even when hardware degrading occurs. This
may be an important issue since according to some studies
the existing technology will reach a point where system
degradation will occur with a significantly higher proba-
bility [6,7,13]. These failures can be minimized by the us-
age of self checking designs and the use o redundant logic
capable of functionally replacing the damaged part of the
circuit.

The work presented in this paper, is however, more fo-
cused on the other definition of trusted computing. The ca-

pability of assuring confidence on the computational sys-
tem that is being used. With the increase and proliferation
of communication systems, the users privacy and is data
coherence is constantly at risk. Either remotely with the
use of programs developed to examine or modify the ex-
isting data and the systems usage (e.g. virus and worms),
or locally through the monitoring of the systems behavior
(e.g. printing a document form an unauthorized computer)
or through physical attacks (e.g. observation of the power
consumption, reading the data stored in memory).

A significant part of these security issues are resolve
with use of encryption algorithms. However these algo-
rithms have significant computational requirements and
different computational characteristics, so even if hard-
ware accelerators exist to speed up these calculations they
can not efficiently improve all the existing algorithms.
With this in mind the major software and hardware manu-
factures created the Trusted Computing Alliance Platform
in order to normalize and to catalyze the use of security
systems in order to achieve more trustworthy computa-
tional systems.

Trusted Computing Group: This Trusted Computing
Alliance Platform (TCAP), a consortium formed by Mi-
crosoft [9], Intel [4,5], IBM, AMD [9], Sun Microsystems,
HP among many other, also designated by Trusted Com-
puting Group (TCG), have established a set of features that
may eventually be used in future generation of computers
providing new standard for trusted computing [14,16, 17].
These new capabilities are to be integrated in the hardware
and in the software application.

This group developed the Trusted Platform chip (TPM),
which provide the hardware acceleration for the proposed
features, namely: Secure I/O; Memory curtaining; Sealed
storage; and Remote attestation.

Secure input and output: The secure Input and Output
(I/O) feature consists on the validation of the received data
via using checksums to verify that the software used to do
the I/0 has not been tampered with. For example a virus
trying to snoop the communication between the computer
and a credit card reading device.

Memory curtaining: Memory curtaining consists on al-



lowing access to a memory region only to the correspond-
ing software application, thus preventing other applica-
tions (e.g. virus) of accessing to critical data that can be
miss used, even if the malicious application took control
of operating system. Even though the TCG proposes the
implementation of this feature in hardware, it can also be
implemented in software, but doing it in hardware requires
less code to be rewritten.

Sealed storage: Sealed storage consists in storing en-
crypted data into memory. The key used to encrypt the
data is generated as a combination of the software appli-
cation and the machines hardware, this means that only a
given combination of software and hardware is capable of
correctly accessing the data stored in memory. This mech-
anism protects the users information of being read by a
different application (or an adulterated of the original soft-
ware) or from being read in an unauthorized machine.

Remote attestation: With remote attestation the soft-
ware or a combination of software and hardware can be
authenticated, generating a digital signature for the soft-
ware being used and in which machine. This digital signa-
ture is used to assure a remote recipient that the data was
constructed by a non forged, cryptographically identified
trusted application.

Remote attestation is usually used with public-key en-
cryption, in order to guarantee that only the application
that requested the authentication can read the digital signa-
ture, other wise, other applications or users could be able
to identify which applications the user has been using.

Drawbacks: The use of the TPM chip is capable of sup-
ping additional security mechanisms to the current com-
putational systems, however it possesses some drawbacks.
The users can not modify the software he is using, since
that would invalidate its specific digital signature, making
it unusable when interacting with other applications that
require a valid a valid signature or when trying to access
previously saved data with the Sealed Storage mechanism.

With the evolution of the encryption algorithms the sys-
tem will became obsolete, since the TPM has no adapta-
tion capability. For example only in the recent revision of
the trusted computing group as the AES encryption been
included, becoming a mandatory algorithm [11, 15]. With
such a static system older versions of software will became
unusable and new software will not be able to access data
stored by older application, that used different encryption
algorithms.

The machine owner is obligated to use the trusted plat-
form module has a black box, having no knowledge on
how the module is implemented, if it is properly imple-
mented, or if there are any backdoors to the system.

Trusted computing in reconfigurable devices: Some

of the drawbacks of the Trusted Computing Module can
be solved with the use of reconfigurable systems. Current
reconfigurable systems are capable of achieving a compu-
tational capability, which allows them to be used instead
of dedicated hardware structures.

Such an implementation will allow this protocol to by
used in a big variety of reconfigurable computational sys-
tems, such as soft-cores, polymorphic systems [19]. This
will allow the system to be easily updated whenever a new
version of the protocol is specified. It will give control to
the hardware and system designers, and will no longer be-
come a black box as the TCM chips, increasing the trust
on the system since the user will be have the information
on how the system is design. Specific systems that require
some of the features of the trusted computing module, will
also be able to efficiently use the proposed processor, by
selecting and using only those features required for there
systems.

This paper is organized as follows. The next section
presents an overview of the computational organization of
the proposed processor. Section 3 presents the cryptogra-
phy cores already developed and its performances. Sec-
tion 4 concludes this paper with some final remarks and
future research directions.

II. PROPOSED CRYPTOGRAPHIC PROCESSOR

The proposed approach is user oriented, in other words,
the user has more access to the system unlike the strictly
closed system of the TCM. This work is focused on the
functionality and the comparability of the system with new
algorithms and standards while maintaining a strong back-
ward comparability. The proposed processor is manly fo-
cused on the security provided by the cryptographic algo-
rithms and in providing a computational performance, that
allows these algorithms to be properly used while main-
taining the systems performance.

Some of the functionalities of the TCM are not to be im-
plemented in hardware in the first version of this processor.
The most significant one is the memory curtaining func-
tionality. However, the memory curtaining can be imple-
mented in software without significant performance degra-
dation, also, some processors already have similar mecha-
nisms. The concept of memory curtaining is not algorithm
dependant, thus no significant changes are expected, un-
like the encryption algorithms.

Figure 1 depicts a general organization of the processor.
This structure is composed by: a General Purpose Proces-
sor (GPP); A internal memory to store critical values. Part
of this memory has to be non volatile; Several reconfig-
urable Cryptographical Computational Units (CrCU); A
control unit; An I/O Interface for dedicated peripheral de-



vices; A main data memory.
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1: General cryptographic processor organization.

figure

The GPP in this structure is the one responsible for the
execution of non critical parts of the execution path as well
as for the data flow and which algorithms are to be used.
Non critical computation includes key management, key
generation and other parts of high level security protocols.

The CrCUs are the ones responsible for the execu-
tion of the cryptographical algorithms which can be
symmetrical or asymmetrical algorithms and hash func-
tions. These units are configured according to the pro-
tocol being used and its respective algorithms. For ex-
ample one application can be using a protocol that re-
quires the use of 3DES/RSA1024/SHA-128, in which a
DES encryption core and a SHA128 hashing core are
loaded to the CrCUs, while another one might require
AES/RSA1024/Whirlpool, in which case the 3DES and
SHA128 cores are replaced by AES and Whirlpool cores.

One of the characteristics of this systems is the attesta-
tion of the application that is being executed. In a poly-
morphic approach to computation an application can be
executed either in software or in hardware, thus the test
of an application consists not only on the validation of
the software being executed but also in the hardware be-
ing used. In the software attestation the technique used to
perform the attestation is by generating the digest message
(DM), or hash value, of the part of code being executed,
and compare it with a valid value of the non adulterated
DM or Digital Signature (DS). The set of these validation
values are from this point on designated by Validation Ta-
ble. For the hardware part of the application or algorithm
the same approach can be taken, taking into account that
we are speaking of a reconfigurable structure. This hard-
ware validation can be performed by generating the DS of

the bit stream of the respective CrCU, before this is up-
loaded to the reconfigurable logic.

Due to the physical limitation of the device and effi-
ciency reasons the internal ROM does not store all the dig-
ital signatures of all the execution path sections. Instead
a Digital Signature of the validation table is stored in this
secure internal ROM. Figure 2 depicts a possible example
on a two level scheme for such tables, where the initial
value is the value stored in the ROM, this value is the DS
of table of DS of the validation table. In order to get the
DS of a section, e.g. DS2.45, we generate the DS of the
code compare it with the entry 45 of the section two of the
validation table. If the values match the validation table it
self has to checked, this is done by generating a DS of the
used section of the validation table and compare it with the
level one table. If these values also match the last opera-
tion is to check the DS of the first level table against the
root value in the ROM. This ROM is used to store the root
DS values and critical user passwords.

validation table

Digital ¥'e
Signature |« -
root

2: Digital Signatures table hierarchies.
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An initialization organization is also stored in this inter-
nal ROM. In order to assure that the initial structure is not
already compromised, an predefined elementary structure
as to be loaded in to the device. Once this is loaded, this
structure is responsible for the validation of the next con-
figuration to be loaded and for the assurance that it is an
untempered one. Every new configuration is tested by the
current existing structure, thus assuring that the existing
structure is an untempered one. However, it not efficient to
have the DS of every core or code created for every hashing
algorithm, thus it becomes necessary to have a permanent
CrCU to perform this computation. This is represented by



the grey CrCU in figure 1.

In order to maintain the system performance, of the sys-
tem with attestation, one can have the dedicated CrCU per-
forming the attestation test to part of the SW/HW that is
to be executed next, while the GPP and remaining CrCUs
compute the current execution path. In order to have par-
allel computation it becomes necessary to have a dual port
access memory, which might be implemented with several
cache systems. The access to interconnection network and
to the main data memory by the GPP and the several Cr-
CUs is controlled by a Control and Arbiter unit.

The internal memory can be used to improve the imple-
mentation of the sealed storage feature. Whenever the data
is to be stored encrypted in memory, the internal memory
can be used has a temporary buffer. Thus, the computa-
tional units access the decrypted data from this memory,
that is only accessible from within the system. The read-
ing and writing to the main memory is performed by an
encryption/decryption CrCU. This way the data is only de-
crypted within the security of system. Identically this in-
ternal memory is also used in the secure input and output
feature, along with the CrCU units and the I/O hardware
of the system.

Current reconfigurable devices do not include non
volatile memory components, which would make this sys-
tems unsafe to physical attacks. The development by the
industry of devices with internal EPROMs will resolve this
problem. Additionally to this, it is also important to de-
velop a processor resistent to side channel attacks.

III. IMPLEMENTATION RESULTS

In order to evaluate the proposed processor, several
CrCU prototypes have been developed and embedded in
the MOLEN polymorphic processor [19]. The MOLEN
paradigm [18] is based on the coprocessor architectural
paradigm. More specifically, a reconfigurable coproces-
sor is configured for an application specific operation,
while the main program is executed on a General Purpose
Processor (GPP). The prototyping platform technology is
the XILINX Virtex II Pro, which embeds a PowerPC as
a GPP. The prototypes developed so far only include one
reconfigurable CrCU. This section depicts an overview of
the prototype and the performances analysis of the devel-
oped CrCU in the MOLEN processor has well a compar-
ison to the pure software code. In order to use these Cr-
CUs, the pre-existing software applications are compiled
by a specialized compiler [12]. Thus, for the software pro-
grammer, the usage of the reconfigurable CrCU is trans-
parent, it is used as if the function were implemented in
software. This capability allows the CrCU to be used in
any existing application with minor modifications to the

,/l Data Bu; ,/l
64 64 1T
Main Data
Instruction
Memory Memory
11 [
iy Address J l
AES Round q <
ount
core k= == Eiat
4 Arbiter 3 Pouer
»
StoV PC
64 Control P
Address Data H
Unit

Key = i (S —
Register : A — XREG
ress N

AES CrCU

Molen

3: AES polymorphic processor
figure

already existing software applications.

Figure 3 illustrates the prototype organization with an
AES CrCU. While in software functions the parameter
passing is done through the stack, in the MOLEN proces-
sor these parameter are passed through a dedicated ex-
change register file, designated by XREG, depicted in Fig-
ure 3. Identically to a software function, the data to be
ciphered by the CrCU, is accessed directly from the main
data memory.

A specialized compiler transfers the function parame-
ters, either from the stack or from the XREG, depending
if the functions is implemented in software or hardware.
During runtime the arbiter depicted in Figure 3, decides if
the instruction is to be executed in the GPP or in the CrCU.
The control unit is responsible for retrieving the initializa-
tion data and the data blocks from and to the main data
and the XREG. This control unit reads the memory point-
ers from the XREG and addresses the main data memory in
order to initialize the CrCU core internal registers. The ini-
tialization values are the key addresses, and the begin and
end address of the data blocks to be ciphered. The control
unit has been described in a fully parameterizable fashion,
allowing structural modifications to be performed simply
by altering a set of constants. These structural modifica-
tions include: the use of a main data memory with different
dimensions, influencing the way the data is read; distinct
memory organizations.

The proposed AES CrCU implementation, using a fully
folded loop version of an AES core [3], capable of encrypt-
ing and decrypting data blocks, in both ECB and CBC
modes, for all key sizes, i.e., for 10, 12 or 14 rounds.
The operation modes as well as the Initialization Vector
for the CBC mode are passed as additional parameters in



I: AES CrCU performances

Il: SHA CrCUs performances

table table
Hardware Software Hardware Software
(Mbps) (Mbps) | Kernel (Mbps) (Mbps) | Kernel
Bits || Cycles | ThrPut Cycles ThrPut |SpeedUp|| Bits || Cycles | ThrPut | Cycles | ThrPut | SpeedUp
128 || 646 59 24216 1.59 43 | | SHA-128
4k 4366 281 738952 1.66 169 512 306 389 38280 4.01 97
128k || 31246 1258 23610504 1.67 751 1024 642 479 76308 4.03 119
128k || 63126 623 9766128 | 4.03 155
the XREG. This AES CrCU requires 847 Slices and 12 SHA-256
BRAMs. Table I presents the throughput results using 512 354 434 30402 5.05 85
a 128-bit key, for the full software and the hybrid soft- | 1024 || 552 556 60546 5.07 109
ware/hardware implementations. The speedup obtained | 128k || 50088 | 785 7718646 | 5.09 153

with the AES core, when compared to the software imple-
mentation of the AES algorithm is also presented. The ob-
tained speedup is just 43 when only one 128-bit data block
is encrypted, due to the overhead to transfer the expanded
key (1408 bits). A speedup of 571x is accomplished for a
data stream with 16kBytes. Note however, that the over-
head of the expanded key transfer is already not signifi-
cant, especially when considering the encryption of large
files. The last column of Table I, contains the calculated
speedup for the ciphering kernels. The number of cycles is
the same for encryption and decryption, for both the soft-
ware and hardware implementations. Note that speedups
are for the ciphering subroutine (kernel) only and not of
the entire application. In a practical application, even if
only one data block is ciphered in every function call, the
expanded key remains the same. Since the AES core in-
ternal registers are not cleared each time a new encryp-
tion is executed, they work as static variables. This means
that the expanded key has to be transferred only once. In
this case, for the ciphering of a single 128-bit data block
per function call, a hardware throughput of 89 Mbits/s is
obtained, resulting in a local kernel speedup of 56x. Fi-
nally, a speedup above 750x is obtained for a data stream
of 128kbits. A throughput of 1.2Gbit/s can be achieved
with this AES CrCU, with small resource utilization, ap-
proximately 6% of a Virtex II Pro30 device.

In order to estimate the usability and performance of a
more complete system, other CrCUs have also been de-
signed and tested. Table II presents the comparative re-
sults for the polymorphic implementations of the hashing
functions that are nowadays most used, the SHA-128 and
SHA-256. These functions receive a string of data with
an arbitrary size and produce an output value, the Digest
Message (DM), with a fixed size [10]. The outputted vale
is correlated with input data. No significant information
about the input data can be obtained from DM, thus these
functions are unidirectional. These functions are used to

validate blocks of data and are the core operation of Digi-
tal Signature (DS) algorithms.

The algorithms for these hash functions are based in
arithmetic operations and have good software implemen-
tations. However, as depicted in Table II, the compres-
sion rate is still low. With the proposed implementation
a throughput above 600 Mbits is achieved, resulting in a
speedup, regarding a pure software implementation, up to
150 times, on a Virtex II Pro device. For the SHA-128
CrCU [2], 813 slices are required representing a 6% occu-
pation on an XC2VP30 FPGA, having a compression rate
up to 623 Mbit/s with a global clock cycle of 100MHz.
The SHA256 CrCU [1] requires 994 Slices using in total
7% of the available resources of an XC2VP30 FPGA, hav-
ing a compression rate up to 785 Mbit/s with a global clock
cycle of 100MHz.

Foreseing the need for more secure hash functions, the
SHAS512 and the new Whirlpool hash functions have also
been implemented. Both of these hash functions produce
a Digest Message of 512 bits.

The SHA-512 CrCU [1] requires 1806 Slices using in
total 13% of the available resources logic, achieving a
compressing rate of of 1.2 Gbit/s. The algorithms of this
hash function is computational identical to the SHA-256
hash function, which may in the future have some secu-
rity flaws [20]. This algorithm is also susceptible to Dif-
ferential Power Analysis (DPA) attacks [8]. As an al-
ternative, the new Whirlpool hash function can be used.
The Whirlpool CrCU requires 2245 Slices (16%) and 32
BRAMs (24%), achieving a data compression rate up to
2.4Gbit/s with a global clock cycle of 100MHz.

For backward comparability reasons, the DES algorithm
has also been implemented. The DES CrCU is capable of
achieving a throughput of 1Gbit/s, requiring 757 slices.



IV. FUTURE WORK

In order to design the processor proposed in section II
additional research has to be developed.

A multi CrCU organization has to be developed in order
to efficiently used the reconfigurable hardware. In order
not to be constantly reconfiguring the processor, there has
to be sufficient CrCUs to fully perform a secure commu-
nication protocol, which includes the usage of: an hashing
algorithm for data verification and validation, digital sig-
natures, and random number generation; A symmetrical
algorithm for the encryption or decryption of the data; An
asymmetrical or public key algorithm for key transference
and for Digital Signatures.

Asymmetrical algorithms also have to be implemented.
The most commonly used one is the RSA algorithm, which
usually is used with keys from 512 bits to 2048 bits. An-
other approach to public-key cryptography is the Elliptic
curve cryptography (ECC), that is able to provide identi-
cal security with smaller keys. To test functionality of the
proposed processor, at lest one of these algorithms has to
be implemented.

In order to have a secure system, it is not enough to
use secure algorithms, other types of cryptanalysis attacks
have to be considered, namely, side-channel attacks. The
proposed CrCUs must also have architectural defences to
protect the user against this type of attacks, e.g. Differen-
tial Power Analysis (DPA).

Finally, an efficient method to reconfigure the CrCUs
should also be developed, along with the the validation of
the loaded configuration, validating the Digital Signatures
of each loaded CrCU.

V. CONCLUSION

This paper presents the proposed reconfigurable ap-
proach to the existing Trusted Computing Module. The
proposed structure uses reconfigurable Cryptographical
Computational Units along with a General Purpose
Processor to provide the secure I/0, sealed storage and
remote attestation features of the Trusted Computing, de-
scribed in section I of this paper. This cryptographic
processor is capable of using a variety of encryption al-
gorithms in a limited amount of hardware while achieving
a very good performance. The reconfigurability character-
istics also allow the processor to be updated with new and
more secure algorithms and protocol, as they appear, while
maintaining a backward compatibility with old protocols
and applications. It is also possible to adapt the processor
to meet the specific meads of a particular user or utiliza-
tion. This adaptability is due the fact that the user can load
in the CrCU the algorithms he needs and only those.

To test the proposed organization, the Molen [19] com-
putational paradigm has been used. With this computa-
tional paradigm only the critical parts of the execution path
have to be executed in hardware. It also allows the usage
of the CrCU in a simplified manner, identically to a pure
software implementation.

The most significant symmetrical and hashing func-
tion currently used in security protocols have been im-
plemented and tested, namely the AES algorithm and the
SHA hashing functions. Experimental results suggest that
encryption throughputs above 1Gbit/s and Digest Message
generation with compression rates above 600 Mbit/s, can
be achieved, with a low device occupation. Preliminary
figures for the whirlpool hashing function, are also pre-
sented, suggesting compression rates above 2 Gbit/s. To
conclude the paper, future research direction for the devel-
opment of the full cryptographic processor, are presented.
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