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Abstract—With video surveillance systems becoming ubiquitous nowadays, protecting people’s privacy raises an increasingly
serious concern. Video streaming with privacy protection requires
modifying parts of the video content. This modiﬁcation should
provide the possibility of unprotected access to the video if
the user is authenticated through a private key. However, any
modiﬁcation in the content of a video can result in a drift
error and deteriorate the quality of the reconstructed video.
In addition, it is required that the privacy protection does not
adversely affect the computational complexity and the coding
efﬁciency in terms of bitrate. In this work, we propose a drift-free
method for scrambling the privacy protected regions of the frames
while preserving the coding efﬁciency. Our proposed method
provides the possibility of utilizing private keys for restricting
unauthorized access to the private contents of the video with
a small increase in the computational complexity of the encoder
and decoder. The experimental results indicate that our proposed
drift-free method can achieve a higher coding efﬁciency of 0.6
dB on average compared to similar methods.
Index Terms—Privacy Protection in Video, Video Scrambling,
Restricted Video Coding.

I. I NTRODUCTION
With the fast progress in multimedia technologies, video
surveillance has obtained a widespread use. This excessive use
of multimedia in general and video in particular, has given
rise to many concerns about the privacy of individuals [1][2].
Among the solutions provided for the privacy protection in
video is scrambling parts of the video frames corresponding
to the private information such as the identity of the people
in the scene [3][4][5][6]. The scrambling is performed by
using a private key which can also be used for unscrambling
the video. This means that the video should be decodable
in both scrambled and unscrambled forms at the receiver
side. Scrambling is performed by inverting the sign of AC
coefﬁcients [7], dividing the coefﬁcients by a scrambling
matrix generated at the server side using a private key [3],
or by means of a seed number generating a random sequence
which is used in performing XOR-operation on the coefﬁcients
[8]. The state-of-the-art video coding standards such as H.264,
make use of Motion Compensated Temporal Filtering (MCTF)
methods for eliminating temporal redundancy [9][10]. Hence,
the inter-coded frame blocks are motion compensated before
applying the Discrete Cosine Transform (DCT). If the area
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to be scrambled is used (even partially) as the reference for
a block from a succeeding frame(s), the reconstructed video
at the receiver will suffer from a frame quality degradation if
the decoder does not have the necessary key to unscramble the
reference frame. This degradation is accumulated in the subsequent frames and results in the drift error until an intra-coded
frame (I frame) is reached. The drift error which is the result of
mismatches between the reference frames at the encoder and
the decoder, is one of the most important challenges in the
privacy protection of video through scrambling. This paper
addresses the drift error problem in privacy protected video
coding and proposes a new solution for the problem. The paper
is organized as follows: In Section II we review the related
previous work and the state-of-the-art in privacy protection in
videos. Section III introduces our proposed method, followed
by the experimental results in Section IV. Finally in Section
V we draw our conclusions and indicate possible directions of
improvement.
II. R ELATED W ORK
Apart from the methods which are based on the intracoding of video frames without utilizing MCTF [11], the drift
error caused by scrambling Region of Interest (ROI) areas is
addressed in two different ways. The ﬁrst group of methods
is based on letting the drift error to happen either assuming
that the scrambled frame range contains the entire GOP, or its
effect is negligible.
In [12] the authors protect video content privacy by scrambling
the entire frame by means of a context-aware middleware. The
scrambling is carried out by by pseudo-randomly ﬂipping the
ac/dc coefﬁcients of macro-blocks (MBs) in intra-coded frames
only. Hence, when the key to unscramble the intra-coded frame
is not available, the entire GOP becomes scrambled. In fact the
reconstruction of the inter-coded frames of a scrambled GOP
suffers from the drift error however, since these frames are
not intended to be clearly decoded, the drift error becomes
irrelevant here. Dufaux et al. [7] change the AC coefﬁcients
using a pseudo-random sequence generated by a seed number.
They toggle the coefﬁcients as:

−qACcoef if RandomBit=1
qACcoef =
+qACcoef otherwise
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without considering the effect of the drift error.
The second group of methods are based on avoiding the drift
error. In [4] the authors propose a restricted video coding
scheme to avoid the drift error. The main idea in their proposed
method is restricting the search area during motion estimation
not to include the scrambled areas. In this way the scrambled
areas are not used as reference for any MB and hence, the
drift error is avoided when the user is not authorized to see
the protected areas. They propose three different methods,
Mode Restricted Intra Prediction (MRIP), Search Window Restricted Motion Estimation (SWRME), and Boundary Strength
Restricted Deblocking Filtering (BSRDF), to handle the intraprediction in I frames, and inter-frame prediction modes to
avoid using scrambled areas for motion compensation. Tong
et al. [6] improve the MRIP method proposed by Dai et al. [4]
assuming that the most probable blocks to be utilized in intraprediction mode are left and top blocks of the current block.
Hence, if the left or top block of the current block is in the
scrambled area, they forbid using intra 4 × 4 prediction mode
for it. Wang et al. [13] use a similar method to scramble the
video however, they reduce the bitrate overhead by choosing
the prediction modes of the 4×4 blocks around the boundary of
the privacy area instead of forbidding intra-prediction. In [14]
a bit mask is proposed to indicate the location of blocks from
the privacy area. Our proposed method is a drift-free scheme
however, the encoder does not need to restrict the search
areas during motion estimation. In this way, the complexity of
the encoder is reduced while the coding efﬁciency is slightly
improved. To justify this improvement, we can consider the
case when the most similar area to a block partly overlaps
with a scrambled area. However, if overlapping is not allowed
during motion estimation, the residual values after motion
compensation can be larger.
III. P ROPOSED M ETHOD
Our proposed method utilizes the linearity characteristic of
the cosine transform. The main issue addressed in the proposed
method is eliminating the drift error in protecting the privacy
of the people appearing in the video, while preserving the
video coding efﬁciency. The methods proposed in the literature
perform motion compensation in the original video, and then
scramble the quantized and DCT-transformed residues. We
propose performing motion compensation using scrambled
frames. The block diagram of our encoder is depicted in Figure
1. The scrambling is carried out by post-multiplication of the
8 × 8 matrix of quantized coefﬁcients by matrix S which is
deﬁned in Equation 1.
⎞
⎛
0
−||key||8 + 0.5 0 ...
⎠
...
... ...
...
S = sign ⎝
1
0
0 ... −||key|| + 0.5
(1)
where key is a positive integer of eight digits representing
the secret key being used for scrambling and unscrambling
the privacy protected parts of the frames, and ||.||r refers to
normalizing the rth digit of an integer number to a decimal

Figure 1. Frame coding block-diagram of the proposed method.

number between 0 and 1 as shown in Equation 2.
F or

r = 1, .., 8
y = f loor((x
y
||x|| = 10

(mod 10r )) × 10)

(2)

In fact the scrambling matrix is used for toggling the signs of
the quantized DCT coefﬁcients at the main diagonal position.
The most signiﬁcant digit of the key value toggles the sign
of the DC value in the DCT coefﬁcients. Changing the DC
value scrambles the area completely however, the visual quality
of the image degrades signiﬁcantly. If a simple blurring of
the protected area is sufﬁcient, this digit should be less than
5. Given a block of motion-compensated coefﬁcients, B, the
encoding process is as given in Equation 3.
EB = V LC(S × Q(DCT (B)))

(3)

where EB is the encoded block, and Q and DCT refer to the
quantization and the discrete cosine transform, respectively.
Our assumption is that the locations of the blocks belonging
to the privacy protected area are provided as shown in Figure
1. The decoding process can be carried out in two different
cases as below:
•

•

The user does not provide the decoding key. In this
case the normal steps of decoding blocks are followed.
Since the scrambled frames have been used as (part of)
the reference areas, in the decoded frames the privacy
protected areas appear as scrambled.
The user provides the decoding key which is used for
creating matrix S. This matrix is used for unscrambling
the protected areas as shown in Equation 4.

DB = Inv(DCT −1 (S)) × DCT −1 (Q−1 (V LC −1 (EB)))
(4)
where DCT −1 , Q−1 , and V LC −1 are inverse DCT, inverse
quantization, and inverse variable length coding, respectively.
DB refer to the decoded blocks, and Inv is used to show the
inverse of a matrix. An analytical proof of Equation 4 where
we assume quantization is an invertible operation, is given in
Equation 5. Replacing EB with its deﬁnition from Equation 3,

we have:
DB
DB
DB
DB
DB

operation with respect to the total frame encoding time. Since
we assume only some parts of each frame is scrambled, we
=Inv(DCT (S)) × DCT (Q (V LC (V LC(
consider the parameter ρ as the probability of a block falling
S × Q(DCT (EB))))))
into the private area of the frame. Without considering com=Inv(DCT −1 (S)) × DCT −1 (Q−1 (S × Q(DCT (EB)))) putationally less intensive steps such as interpolation ﬁltering,
deblocking, and in-loop ﬁltering, the encoding time of a block
=Inv(DCT −1 (S)) × DCT −1 (S × DCT (EB))
is given as shown in Equation 6.
=Inv(DCT −1 (S)) × DCT −1 (S) × EB)
(5)
TEncode = TME + TDCT + TQ + ρ × TMM + TV LC (6)
=EB
−1

−1

−1

−1

Despite the methods proposed in the literature which provide
privacy protection through direct manipulation of the quantized
coefﬁcients, our proposed method uses matrix multiplication
for modifying the coefﬁcients. This lets us utilize the linear
property of the DCT to design the decoder so that the unscrambling is done as the last step and after applying inverse
DCT to the coefﬁcients. Hence, the proposed method has a
minimal impact on the encoding and decoding procedures. For
instance, the proposed method does not need to consider if
a non-protected block is motion-compensated (partly) using
a privacy protected block or not. The decoding process is
depicted in Figure 2. As shown in Figure 2, in both cases

Figure 2. Frame coding block-diagram of the proposed method.

whether the decoding key is provided or not, the reference
frames are unscrambled frames. Considering that the motion
compensation in frame encoding is done using scrambled
frames, no drift error is created by the proposed method.
Moreover, there is no need to restrict the search area of
during motion estimation process hence, the proposed method
adds only minor modiﬁcations to the standard video coding
methods. This means that the proposed method can be used
with all state-of-the-are video coding standards.
IV. E XPERIMENTAL R ESULTS
In our proposed method we claim that the method does
not suffer from the drift error yet its encoding performance
in terms of rate distortion ratio is better than the state-of-theart methods. Moreover, the encoding latency, and the coding
complexity of the proposed method are less than the similar
methods in literature. As benchmarks we are considering the
method proposed by Tong et al [6].
A. Time Complexity Analysis
The proposed method uses a matrix multiplication operation
to scramble the privacy related areas of the frames. In this
subsection we analyze the processing cost of the scrambling

where TME is the time spent for motion estimation, TDCT is
the time for applying the DCT, TQ is the time for quantization,
TMM is the matrix multiplication time, and TV LC is the
time for variable length coding. The extra step added by the
proposed method increases the time complexity of the encoder
by O(n2.373 ) [15] where n is the size of the matrix. However,
the scrambling matrix in the proposed method is a diagonal
matrix consisting of ±1. This property reduces the matrix
multiplication to eight sign changes. Moreover, considering the
following scenarios for the privacy protected parts of a frame,
we estimate ρ = 0.1.
• A security assistant/ofﬁcer may want to have his/her face
image to be hidden from un-authorized viewers.
• A driver may ask for the protection of his/her face from
in videos.
• The license plates of the cars passing by an accident area
should be hidden in a public video stream.
The DCT is performed as a matrix-vector product [16] as
y = T x. The fast transform is carried out by the factorization
of T into a product of sparse structured matrices. Vashkevich
et al. [17] presented a fast DCT algorithm which uses 32
multiplication and 81 addition for a 16-point data. The time
needed for the DCT in comparison to the matrix multiplication
used by the proposed method, considering that the motion
estimation accounts for about 60% of the video coding time,
and the fact that the scrambling is applied to a small portion
of the frame blocks, the impact of the proposed method on the
total video coding time is minor.
In decoding stage, the inverse matrix computation (
inv(DCT −1 (S)) ) is performed only once as long as the key
value remains the same. Therefore, without considering the
motion estimation, the time complexity values of the encoder
is valid for decoder too.
B. Bit-rate Overhead Analysis
In order to avoid the drift error we propose motion compensating the blocks without forbidding the partially scrambled
area of the reference frames as explained in Section III. Although in general there will be a slight reduction in the coding
efﬁciency compared to the case when video is encoded without
scrambling, we claim that the proposed method provides better
bit overhead saving than MRIP method proposed in [6]. This
improvement is explained by considering the fact that the
MRIP method restricts the search area while the proposed
method searches everywhere including the areas searched by
MRIP. In our ﬁrst set of experiments we have compared the
performance of the proposed method with MPEG encoder

without scrambling the frames. The results depicted in Figures
3 and 4 show the performance of our proposed method in
two video sequences. Our experimental results in all test
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Figure 5. Rate-Distortion comparison of the proposed method and MRIP
method using Foreman video sequence.
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Figure 3. Rate-Distortion comparison of the proposed method and MPEG4
encoder using Foreman video sequence.
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Figure 6. Rate-Distortion comparison of the proposed method and MRIP
method using Container video sequence.
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Figure 4. Rate-Distortion comparison of the proposed method and MPEG4
encoder using Container video sequence.

video sequences indicate that the performance of the proposed
method is comparable with and only slightly less than MPEG4
video coding standard where scrambling is not applied.
In our second set of experiments we have compared the
performance of our method with the case when the search area
is restricted to non-scrambled areas. Figures 5 and 6 depict
the rate distortion comparisons of the proposed method and
the method proposed in [6] using ’Foreman’ and ’Container’
sequences, respectively. Our experiments with sample video
sequences reveal that some of the blocks are motion compensated with areas which partially overlap with scrambled areas.
This observation explains the improvement in coding efﬁciency
of the proposed method which amount to 0.6 dB on average.
Figures 7 and 8 depict the result of scrambling the privacy area
and corresponding motion vectors, respectively. It is important
to note that despite scrambling the face area, motion vectors
do not show signiﬁcant increase in size which justiﬁes the

performance improvement of the proposed method. Our driftfree method has advantages over methods which include the
whole frames in an entire GOP to avoid quality degradation
due to the drift error [12]. In this case, the obvious advantage
is that only privacy areas are scrambled in the relevant frames
in our proposed method whereas, in these methods the entire
frame, and some of the irrelevant frames (frames with no
privacy importance) are also scrambled.
It should be noted that in our design, the decoder needs to
know the location of privacy area or ROI. We assume this
information is transmitted as a binary map which includes one
bit for each macro-block. This corresponds to 396 bits per
frame in CIF format. Since the main interest of this work
is eliminating drift error due to scrambling, we have not
considered the communication of the so-called binary map.
V. C ONCLUSIONS
A new drift-free method for scrambling videos for privacy is proposed. The proposed method addresses the quality
degradation due to the use of scrambled areas of a frame in
motion compensating blocks of succeeding frames. Despite
the methods proposed in the literature, our proposed method
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Figure 7. Sample Frame from Foreman Video (left), with Scrambled Private
Area (right).

[9]
[10]
[11]

10

8

[12]

6

[13]

4

[14]

2

[15]

0
0

2

4

6

8

10

12

Figure 8. Motion Vectors of the Second Frame from Foreman Video
Scrambled using the Proposed Method.

does not forbid utilization of the scrambled areas as reference
areas. Besides, our method is capable of reconstructing the
video both when the private key is available and not without
any degradation in the frame quality. Our experimental results
indicate that the performance of our method is comparable to
standard video coding methods with only a very slight decrease
in rate distortion ratio.
An important feature of the proposed method is that the
scrambling and unscrambling steps are independent from the
motion estimation/motion compensation and transformation of
the residues. Therefore any encoding in the form of a matrix
multiplication can be utilized. However, since the scrambling
matrix consists of positive and negative ones, the performance
degradation is limited. Moreover, the method is compatible
with all video coding standards as it is applied after quantization step.
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